SO Y TE SON LA CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN DA KHOA TINH Poc 1ap - Tw do - Hanh phuc

S6:819 /BVDKT-KHTH Son La, ngay 11 thang 12 nam 2025

V/v Yéu cau chao gia Thué hé thong
thiét bi trung tim c6 san (lan 3)

Kinh giri: Céc cong ty, nha cung cap dich vu tai Viét Nam.

Bénh vién Pa khoa tinh Son La ¢ nhu cau tiép nhan chao gia dé xay dung du
toan gia cho cac goi thau 1am co s& phé duyét ké hoach lya chon nha thau thuc hién
nhiém vu “Thué hé théng thiét bi trung tAm c6 san”, theo quy dinh tai Khoan 28,
Piéu 1, Nghi dinh s6 82/2024/ND-CP ngay 10/7/2024 cia Chinh phu quy dinh: Thué
dich vu cong nghé thong tin san cé trén thi truong. Gia thué dich vu (tinh theo don
gia cua tung dich vu sw dung hodac don gia san phcfm dau ra cuia dich vu) dwoc xac
dinh trén co so bao gia cua nha cung cd'p, nha san xudt dich vu tai thoi diém thué
dich vu. N61 dung cu thé nhu sau:

I. Thong tin ciaa don vi yéu ciu chao gia

1. Pon vi yéu cau chao gia: Bénh vién da khoa tinh Son La. Dia chi: T6 17,
phuong Chiéng Sinh, tinh Son La.

2. Thong tin lién hé caa nguoi chiu trach nhiém tiép nhan bao gia:

Bs: Vil Vian Phuong - Trudng phong ké hoach tong hop. S6 dién thoai: 0988352604

3. Céch thuc tiép nhan chao gia (dong thai bang ca 2 cach thiic):

- Nhan tryc tiép tai dia chi: Phong ké hoach tong hop - Bénh vién da khoa tinh
Son La - To 17, phuong Chiéng Sinh, tinh Son La

- Nhan qua email: bvtmbvdksl@gmail.com (Ban scan béo gia goc, file mém
(Docx, xIxs,...)).

4. Thoi han tiép nhan bao gia: Tir 8h00 ngay 11/12/2025 dén trudc 16 h00 ngay
17/12/2025. Cac bao gia nhan duogc sau thoi diém néu trén s& khong duoc xem xét.

5. Thoi han c6 hiéu luc cua bao gia: Téi thiéu 90 ngay, ké tir ngay 18/12/2025.
I1. Théng tin vé nhiém vu

1. Tén nhiém vu: Thué hé théng thiét bi trung tam c6 san.

2. Muc tiéu

- Trang bi ha ting CNTT hién dai, dong bd va toc do cao cliing voi nhiéu phuong
tién dién ttr hd trg kha ning tuong tic v6i ngudi bénh va nhan vién y té.



- M6 rong pham vi cung cip céac dich vu y té dua vao CNTT.

- Ung dung cac phan mém hd tro kham, chita bénh, cong nghé thong tin giup
t61 uu hoa cac dich vu y té.

- Chuyén ddi s6 hoa céc thong tin dir li¢u hién c6; tin hoc hda va tu dong hoa
cac quy trinh kham chita bénh nham hudng téi quan tri thong minh va cung cép cac
dichvuy té thong minh.

- Xay dung va trién khai: hé théng quan Iy thong tin Bénh vién (HIS), hé thong
quan 1y thong tin xét nghiém (LIS), hé théng luu trit va truyén tai hinh anh y khoa
(RIS-PACS), hé théng quan 1y bénh an dién tir (EMR) tuan thi cac tiéu chuan trong
nude va quc té bao dam kha nang két ndi lién thong, chia sé, tich hop dir liéu, dong
thoi bao dam kha ning két ndi lién thong véi tat ca cac trang thiét bi hién co trong
co s0 kham bénh, chita bénh (may xét nghiém, may chan doan hinh anh, cic man
hinh tuwong tac, cac thiét bi cAm tay c4 nhan, ...) thong qua mang nhim nang cao kha
nang tu dong hoa.

- Ung dung cac cong nghé nhan dang méi (giong nodi, vi tri clia nguot bénh,
sinh tric hoc,.. .)

- Ung dung tri tué nhan tao (AI) va cac cong nghé mai hd tro hoat dong quan
Iy Bénh vién va hd tro chin doan, diéu tri va ra quyét dinh 1am sang.

- An toan thong tin hién dang 1a vin dé cap bach trong cong tic dam bao hé
théng thong tin va nguoi sir dung tranh dugc cac mbi de doa va giam thiéu tac hai
néu c6 thé X4y ra cac sy ¢d vé an toan thong tin, dac bi¢t trong cong tac bao vé va
cham soc strc khée nhan dan.

3. Quy mo
. Pon vi SO
TT NOi dung ol lrong
1 | Hé thong may chii vét Iy diing dé hosting hé thong ao héa
11 Maday chi phan mém quan tri va Uung dung (HIS, LIS, Chiée 1
AD...backup)
1.2 | May chi RIS/PACS Chiéc 1
13 May chu vat Iy du phong hé thong cho toan bd ting dung, Chiée 1
AD...
2 | Hé thong hru trir dir liéu tap trung DB (Database Server)
2.1 | Hé thong luu trir (SAN) Chiéc 2




TT Noi dung Dt?:hVi miig
2.3 | Thiét bi chuyén mach SAN Switch Bo 2
3 Hé théng Chl’lyél} mach trung tim, hé thong chuyén mach
phén phoi két noi hé thong mang LAN
5.1 | Distributor Switch (Thiét bi cAhuyén mach phan phdi nbi tang Chibe 5
va may chu voi mang trung tam)
3.2 | Core Switch (Thiét bj chuyén mach 15i) Chiéc 2
4 Hé th‘éng ké.t ndi {nterr:et, lAu}i thf‘)ng twong Iira dim bao
an toan an ninh, bao mat thong tin
41 tl;gleltl 211 Séoili II\IIIa, dam an toan an ninh h¢ thong mang may Chie 1
492 Eéhitité?lig tﬁlinﬁélg% iile;ln an toan an ninh hé théng may chu, Chiée 1
5 | Quan tri, vin hanh dich vu Goi 1
6 | Bao tridich vu Goi 1
7 | Dich vu dao tao Goi 1
8 | Dich vu lap dit, cai dit Goi 1
Chi tiét théng so ky thudt xem tai Phy luc 02.
4, Nguén von
Nguoén ngan sach chi thuong xuyén:
5. Thoi gian thuc hién
Giai doan 2025 - 2030.
I11. N§i dung yéu ciu béo gia:
1. Thué dich vu ha ting CNTT
1.1. Danh muc thiét bi
TT Noi dung Dt‘i’:hvi luii’lg
1 | H¢ thong may chii vat ly dung dé hosting h¢ thong 40 héa
1.1 | M4y cha phin mém quan tri va éng dung (HIS, LIS, Chiéc 1

3




A Pon vi S6
TT Noi dung tinh Igng
AD...backup)
1.2 | May chu RIS/PACS Chiéc 1
13 May chu vat ly du phong h¢ thong cho toan bd trng dung, Chiée 1
AD...
2 | Hé thong hwu trir dir liéu tap trung DB (Database Server)
2.1 | Hé thong luu trir (SAN) Chiéc 2
2.3 | Thiét bi chuyén mach SAN Switch Bo 2
3 Hé théng chgyél} mach trung tam, hé thong chuyén mach
phan phoi két noi hé thong mang LAN
Distributor Switch (Thiét bi chuyén mach phan phéi ndi tang £
31| ., e ~ Chiéc 2
va mdy chu v41 mang trung tam)
3.2 | Core Switch (Thiét bj chuyén mach 15i) Chiéc 2
Hé thong két noi Internet, hé thdng twong liva dam bio
4 X . YD
an toan an ninh, bao mat thong tin
Thiét bi tuong lira, dam an toan an ninh hé thdng mang may £
11 tinh ngi bd LAN Chice )1
42 TEnetAb1 tuong }ua: q%m an toan an ninh hé thong may chu, Chiée 1
hé thong luu trir dit ligu
5 | Quan tri, vin hanh dich vu Goi 1
6 | Bao tridich vu Goi 1
7 | Dich vu dao tao Goi 1
8 | Dich vu lap dit, cai dit Goi 1

Chi tiét théng sé ky thugdt xem tai Phy luc 02.
1.2. Yéu cau ky thuat cua thiét bj

- Hang hda, vat tu, thiét bj dugc cung cap phai cé vin ban chitng minh tinh hop
1& vé k¥ thuat, chat lugng, ngudn goc xuat xt (CO, CQ) rd rang (trong nudc, nudc
ngoai), nudc san xuat; dam bao mai 100% chwa qua sir dung.

Dia diém cung cip dich vu Tai Bénh vién Da khoa tinh Son La - T6 17, phudng
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Chiéng Sinh, tinh Son La.
4. Yéu cau hd so chao gia bao gdbm cac tai liéu sau:
- Ban chao gia theo: Phu luc 01.
- Bao gia co day du cac noi dung, theo yéu cau bao gia.

- Bé4o gié phai duogc dai dién hop phap cua don vi bao gia ky va déng dau theo
quy dinh.

Tran trong cam on sy hop tac cua Quy don vi./.

Noi nhdn:

- Nhu trén;

- Phong DD (dang Website Bénh vién),
https://muasamcong.mpi.gov.vn/;

- Luu: VT, KHTH, Phuong (3b).




Phu luc I.
M4iu béo gia dich vu cong nghé thong tin
7 eo Céng van so6 819 /BVDKT-KHTH ngay 11 thang 12 nam 2025
cua Bénh vién Da khoa tinh Son La)

BAO GIA

Trén co s& Yéu cau bao gia sé /BVDKT-KHTH ngay  /11/2025 ctia Bénh vién da khoa tinh Son La, ching t6i....[ghi
tén, dia chi don vi tham gia bao gia cho dy an nhu sau:

1. Béo gia cho cac phan viéc: Dich vu cong nghé thong tin cho nhiém vu “Thué hé thong thiét bi trung tim c6 san” thudc D&
an trién khai mé hinh Bénh vién thong minh tai Bénh vién Pa khoa tinh Son La

ST DEIID (i R m?;?]g };?;1 Tﬂiﬂh i

1 | Hé thong may cha vat ly dung dé hosting hé thong ao hoa

1.1 | May chi phan mém quan tri va tng dung (HIS, LIS, AD...backup) Chiéc 1

1.2 | Méay chi RIS/PACS Chiéc 1

1.3 | May cha vat ly du phong hé théng cho toan bo wng dung, AD... Chiéc 1
2 | Hé thong lwu trix dir liéu tap trung DB (Database Server)

2.1 | Hé théng luu trir (SAN) Chiéc 2

2.3 | Thiét bi chuyén mach SAN Switch B 2




STT Danh muc D(f'n vt =0 D‘.",n Th_zgnh Gh,'
: tinh lwong gia tien cha
Hé théng chuyén mach trung tam, hé théng chuyén mach phan phéi két
3 Ko LA LA
noi hé thong mang LAN
Distributor Switch (Thiét bi chuyén mach phan phéi néi tang va may chu voéi iy
3.1 A Chiéc 2
mang trung tam)
3.2 | Core Switch (Thiét bi chuyén mach 16i) Chiéc 2
4 |He thdng két néi Internet, hé théng twang lira dam bao an toan an ninh,
bao mat thong tin
4.1 | Thiét bi tuong hira, dam an toan an ninh hé thong mang may tinh noi bo LAN | Chiéc 1
492 Ttne;tA bi tuong hra, dam an toan an ninh h¢ thong may chu, hé thong luu tri Chiéc 1
dir lidu
5 | Quan tri, van hanh dich vu Goi 1
6 | Bao tridich vu Goi 1
7 | Dich vu dao tao Goi 1
8 | Dich vu lip dat, cai dat Goi 1

Téng cong

Thué VAT (8%)




STT

Danh muc

Don vi
tinh

S6
lwgng

Pon
gia

Th{;mh
tien

Ghi
chu

Téng thanh tién

2. B4o gia nay c6 hiéu luc trong vong: .... ngay, ké tir ngay ... thang ... nam ... [ghi cu thé s6 ngay nhung khong nhé hon 90
ngay], ké tir ngdy ... thang... nam. ../ghi ngay ....thdng...ndm... két thic nhdn béo gia ph hop véi thong tin tai khodn 4 Muc | - Yéu

cau béo gid].

3. Chiing t6i cam két:

- Khong dang trong qua trinh thyc hién thu tuc giai thé hodc bi thu hdi Gidy chung nhan diang ky doanh nghiép hoic Giay
chtng nhan dang ky ho kinh doanh hoic cac tai liéu twong duong khac; khong thudc truong hop mat kha nang thanh toan theo quy
dinh caa phép luat vé doanh nghiép.

- Gi4 tri bao gia 1a phd hop, khong vi pham quy dinh caa phép luat vé canh tranh, ban pha gia.

- Nhirng théng tin néu trong bao gia la trung thuc.

...., ngay.... thang....nam....

Pai dién don vi tham gia béo gia

(Ky tén, dong dau (néu cd))




Phu luc I1.

&P tiét danh muc dich vu va thong sé ky thuat
BENH VIEN\G ,
nhdenorhdd|Cong van so 819 /BVDKT-KHTH ngay 11 thang 12 nam 2025

cua Bénh vién Da khoa tinh Son La)

¥ i i
TT Noi dung e Mo ta chi tiet (twong dwong hoac cao hon) Pon vi tinh | So luwgng
1 | Hé thong may chi vat Iy ding dé hosting hé thong 40 héa
Kiéu dang: 2 U rack server
B¢ vi xtr ly (CPU): > 2x Intel® Xeon® Gold 6526Y 2.8G, 16C/32T, 20GT/s, 37.5M
Cache, Turbo, HT (195W) DDR5-5200 twong dwong hodc cao hon
B6 nh¢ trong (RAM): 4x 64GB RDIMM, 5600MT/s, Dual Rank
, ? . | O cling SSD: 2x 480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug AG
May chu  phan | Drive, 1 DWPD
mém quan tri va | . _ .
11 | tmg dung (HIS, O cing HDD: %x 2.4TB Hard Drive SAS ISE 12Gbps 10K Chiée |
LIS, AD... | Card mang chuan OCP 3.0: Dual Port 10/25GbE SFP28, OCP NIC 3.0
backup) Card mang chuyén dung két ni v6i thiét bi luu trit: Dual Port 32Gb HBA
Bo ngudn: Dual (1+1) 1100W
Cap quang va cap cho card mang: 2x SFP+ SR Optic, 10GbE, for all SFP+ ports
except high temp validation warning cards
Bao hanh va hd tro k§ thuat: 60 thang.
Kiéu dang: 2 U rack server
Méy chu . e
1.2 RIS/PACS B0 vi xtr Iy (CPU): 2x Intel® Xeon® Gold 6526Y 2.8G, 16C/32T, 20GT/s, 37.5M Chiéc 1

Cache, Turbo, HT (195W) DDR5-5200 tuong duong hodc cao hon




TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

B6 nhé trong (RAM): 4x 64GB RDIMM, 5600MT/s, Dual Rank
O cting : 2x 960GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug AG Drive,
1 DWPD

Card mang chudn OCP 3.0: Dual Port 10/25GbE SFP28, OCP NIC 3.0
Card mang chuyén dung két ndi véi thiét bj luu trir: Dual Port 32Gb Fibre Channel
HBA

Bo nguén: Dual (1+1) 1100W

Cép quang va cap cho card mang: 2x SFP+ SR Optic, 10GbE, for all SFP+ ports
except high temp validation warning cards

Bao hanh va hd tro k¥ thuat: 60 thang.

1.3

May chu vat Iy du
phong hé thdong
cho toan by tUng
dung, AD...

Kiéu dang: 2 U rack server

B vi xtr Iy (CPU): 2x Intel® Xeon® Gold 6526Y 2.8G, 16C/32T, 20GT/s, 37.5M
Cache, Turbo, HT (195W) DDR5-5200 hoac tuong duong
Bd nho trong (RAM): 4x 64GB RDIMM, 5600MT/s, Dual Rank

O cung SSD: 2x 480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug AG
Drive, 1 DWPD

O ctmg HDD: 2 x 2.4TB Hard Drive SAS ISE 12Gbps 10K

Card mang chuan OCP 3.0: Dual Port 10/25GbE SFP28, OCP NIC 3.0

Card mang chuyén dung két ndi voi thiét bi luu trit: Dual Port 32Gb HBA

Bo ngudn: Dual (1+1) 1100W

Cap quang va cap cho card mang: 2x SFP+ SR Optic, 10GbE, for all SFP+ ports

Chiéc




TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

except high temp validation warning cards

Bao hanh va hd tro k¥ thuat: 60 thang.

H¢ thong luu trir dir liéu tap trung DB (Database Server)

2.1

Hé thong luu trix
(SAN)

Kiéu dang: 2 U rack

B¢ vi xtr ly: Intel® Xeon Processor

Ho trg mo rong card mang:

1 x 32Gb FC Type-B 8 Port Dual Controller, ME52xx 2U

16G/SFP and 32G/SFP+ FC Optics: 2 x SFP+, FC32, 32GB

Hard Drives: 2 x SSD 1.6TB

Hard Drives: 18x 2.4TB Hard Drive 12Gbps SAS ISE 10K 512e 2.5in Hot-Plug
Power Supply: 580W

Bao hanh va hd tro k§ thuat: 60 thang

Chiéc

2.3

Thiét bi chuyén
mach SAN Switch

- Kiéu dang: Rack 1U

S6 cong quang ho tro:

>8P/24P switch, 1 PSU (incl 8x16Gb SFPs+rack mount kit)
MultiMode Fiber LC/LC patch cables:

> 8 x OM4 LC/LC Multi Mode Fiber Cable (optics required), 5 Meter
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TT Noi dung MBS ta chi tiét (twong dwong hodic cao hon) Pon vi tinh | SO lwong
Bao hanh va hd trg k§ thuat: > 60 thang
3 | Hé théng chuyén mach trung tim, hé théng chuyén mach phan phdi két néi hé thong mang LAN
Switching capacity: 176 Gbp
Packet forwarding: 131 Mpps
Fixed port: 48 x 10/100/1000BASE-T ports, 4 x 10GE SFP+ ports
Power module type: Built-in AC power module
Rated voltage: 100 V AC to 240 V AC, 50/60 Hz
Long-term operating temperature: -5 °C to +50 °C
Distributor . . .
: . .. | MAC address table: 16K MAC address entries at maximum; Automatic MAC address
Switch (Thiét bi . . . . .
. learning and aging; Static, dynamic, and blackhole MAC address entries;
31 chuyén mach Chié 5
" | phan phéi néi ting | VLAN features: 4094 VLANSs; VLAN assignment based on MAC addresses, 1ec

va may chu voi
mang trung tam)

protocols, IP subnets, policies, and ports; VLAN stacking

Ethernet switching: Ethernet Ring Protection Switching (ERPS); STP (IEEE 802.1D),
RSTP (IEEE 802.1w), and MSTP (IEEE 802.1s); BPDU protection, root protection,
and loop protection; BPDU tunnel

Multicast: IGMPv1/v2/v3 snooping

QoS/ACL: Traffic rate limiting in the inbound and outbound directions of a port;
Packet filtering on Layer 2 to Layer 4, filtering out invalid frames based on the source
MAC address, destination MAC address, source IP address, destination IP address,
TCP/UDP source/destination port number, protocol, or VLAN; Queue-based rate

7




TT Noi dung MBS ta chi tiét (twong dwong hodic cao hon) Pon vi tinh | SO lwong
limiting and traffic shaping on ports; IPv4/IPv6 access control list (ACL); Packet
redirection; Port-based traffic policing and two-rate three-color CAR; Eight queues
on each port DRR, SP, and DRR+SP queue scheduling algorithms; Re-marking of
802.1p and DSCP priorities for packets
Security features: Hierarchical user management and password protection; Defense
against DoS, ARP, and ICMP attacks; Binding of the IP address, MAC address, port
ID, and VLAN ID; Port isolation, port security, and sticky MAC; Blackhole MAC
address entries; Limitation on the number of learned MAC addresses; IEEE 802.1X
authentication and limit on the number of users on an interface; Multiple
authentication modes including AAA, RADIUS, HWTACACS and NAC
authentication SSH v2.0; HTTPS; CPU protection; Blacklist and whitelist; DHCP
client and DHCP snooping
Fixed port: 24 x 10GE SFP+, 6 x 40/100 Gig QSFP28; 1+1 power backup
Forwarding performance: 490Mpps
Switching capacity: 1.68Tps/2.4Tbps
Core Switch CPU: 4Cores 1.4 GHz
3.2 | (Thiét bi chuyén | Memory: Memory(RAM): 4GB; Flash Hardware: 2 GB Chicc 2
mach 161)

User management:

Unified user management; 802.1X authentication; Traffic- and duration-based
accounting; User authorization based on user groups, domains, and time ranges

VLAN:




TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

4K VLANs simultaneously; 4K VLANIf interface simultaneously; Access mode,
Trunk mode and Hybrid mode; Default VLAN; Private VLAN; QinQ and enhanced
selective QinQ; VLAN Stacking; Dynamic VLAN assignment based on MAC
addresses; LNP, VCMP and GVRP, GARP

MAC:

Automatic MAC address learning and aging; 384K MAC entries (MAX); Source
MAC address filtering; MAC address learning limiting based on ports and VLANSs

ARP:
ARP Snooping
DHCP:

DHCPv4 Client, DHCPv4 Relay, DHCPv4 Server, DHCPv4 Snooping; DHCPv6
Client, DHCPv6 Relay, DHCPv6 Server, DHCPv6 Snooping

IP routing:

IPv4 dynamic routing protocols such as RIP v1/v2, OSPF v1/v2, IS-IS, and BGP; IPv6
dynamic routing protocols such as RIPng, OSPFv3, ISISv6, and BGP4+; Routing
Policy, Policy-Based Routing; Up to 256K FIBv4 entries (MAX); Up to 80K FIBv6
entries (MAX)

Segment Routing:
SRv6 BE (L3 EVPN); BGP EVPN
Multicast:




TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

IGMPv1/v2/v3 and IGMP v1/v2/v3 Snooping; PIM-DM, PIM-SM, and PIM-SSM;
Fast-leave mechanism; Multicast protocol packet suppression MPLS: MPLS-LDP;
MPLS-L3VPN; MPLS Qos; MPLS TE

VPN:

MPLS BGP VPN, VPWS, VPLS, GRE

VXLAN:

Centralized gateway; Distributed gateway; BGP-EVPN; 16K VXLAN Tunnels
Ethernet loop protection:

STP (IEEE 802.1d), RSTP (IEEE 802.1w), and MSTP (IEEE 802.1s); VLAN-based
Spanning Tree (VBST); BPDU protection, root protection, and loop protection;
G.8032 Ethernet Ring Protection Switching (ERPS)

Reliability:

M-LAG; Service interface-based stacking; Maximum number of stacked devices;
Maximum number of stacked devices; Link Aggregation Control Protocol (LACP)
and E-Trunk; Virtual Router Redundancy Protocol (VRRP) and Bidirectional
Forwarding Detection (BFD) for VRRP; BFD for BGP/IS-1S/OSPF/static routes; Eth-
OAM 802.1ag(CFM); Smartlink; LLDP, LLDP-MED;

Security and management:

NAC; Port security; RADIUS and HWTACACS authentication for login users;
MACsec-256 (IEEE 802.1ae); Defense against DoS attacks, Transmission Control
Protocol (TCP) SYN Flood attacks, User Datagram Protocol (UDP) Flood attacks,
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TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

broadcast storms, and heavy traffic attacks; IPv6 RA Guard; CPU hardware queues to
implement hierarchical scheduling and protection for protocol packets on the control
plane; Dynamic ARP Inspection; Netstream; Auto MDI and MDI-X

Wireless management (integrated WLAN AC) Basic WLAN services:

Hot backup for devices with integrated WLAN AC functionality in cluster mode; 2.4G
& 5G load balancing; 5G-prior access

Wireless management (integrated WLAN AC)AP management:

Total number of managed APs: 1K; An IPv4 network between an AP and a WLAN
AC; AP blacklist; AP whitelist; Sets the AP access control mode; AP configuration
and management; AP LLDP topology awareness

4. Hé thong két nodi Internet, hé thong twong lira dim bao an toan an ninh, bao mat thong tin

4.1

Thiét bi tuong lira,
dam an toan an
ninh hé théng
mang may tinh nd1
bo LAN

Firewall throughput 39.000 Mbps
Firewall IMIX 20.000 Mbps

Firewall Latency (64 byte UDP) 4 ps

IPS throughput 7.000 Mbps

Threat Protection throughput 5.500 Mbps
NGFW 6.300 Mbps

Concurrent connections 6.500.000

New connections/sec 148.000

Chiéc

11




TT

Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

IPsec VPN throughput Mbps 20.500 Mbps

IPsec VPN concurrent tunnels 5.000

SSL VPN concurrent tunnels 2.500

Xstream SSL/TLS Inspection 1.450 Mbps

- Xstream SSL/TLS Concurrent connections: 18.432

- Hard drive for local quarantine and logs: Integrated min. 120 GB SATA-IIl1 SSD
Physical interfaces

- Ethernet interfaces (fixed): 8 x GE copper, 2 x SFP fiber

- Number of Flexi Port slots : 1

- Flexi Port modules (optional) :

8 port GbE copper/ 8 port GbE SFP fiber/ 4 port 10GE SFP+ fiber/ 4 port GbE copper
bypass (2 pairs)/ 4 port GbE copper PoE + / 4 port GbE copper/ 4 port 2.5 GbE copper
PoE / 2 port GbE Fiber (LC) bypass / + 4 port GbE SFP Fiber

5-Year Standard Protection

+ Base License: Networking, wireless, Xstream Architecture, unlimited Remote
Access VPN, Site-to-Site VPN, reporting

+ Network Protection: Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat,
SD-RED VPN, reporting

+ Web Protection: Xstream TLS and DPI engine, Web Security and Control,
Application Control, reporting
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Noi dung

MBS ta chi tiét (twong dwong hodic cao hon)

Don vi tinh

S6 lwong

+ Enhanced Support: 24/7 support, feature updates, advanced replacement hardware
warranty for term

4.2

Thiét bi tuong lia,
ddm an toan an
ninh hé thong méy
chu, hé théng luu
trlr dir li€u

Firewall throughput 30.000 Mbps

Firewall IMIX 16.500 Mbps

Firewall Latency (64 byte UDP) 6 ps

IPS throughput 6.000 Mbps

Threat Protection throughput 5.000 Mbps

NGFW 5.200 Mbps

Concurrent connections 6.500.000

New connections/sec 134.700

IPsec VPN throughput 17.000 Mbps

IPsec VPN concurrent tunnels 5.000

SSL VPN concurrent tunnels 2.500

Xstream SSL/TLS Inspection 1.100 Mbps
Xstream SSL/TLS concurrent connections 18.432
- Hard drive for local quarantine and logs:Integrated min. 120 GB SATA-I11 SSD
Physical interfaces

- Ethernet interfaces (fixed): 8 x GE copper, 2 x SFP fiber

Chiéc
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TT Noi dung MBS ta chi tiét (twong dwong hodic cao hon) Pon vi tinh | SO lwong

- Number of Flexi Port slots : 1
- Flexi Port modules (optional) : 8 port GE copper / 8 port GE SFP fiber / 4 port
10GE SFP+ fiber/ 4 port GE copper bypass (2 pairs)/ 4 port GE copper PoE + 4 port
GE copper/ 4 port 2.5 GE copper PoE / 2 port GE Fiber (LC) bypass / + 4 port GE
SFP Fiber
5-Year Standard Protection
+ Base License: Networking, wireless, Xstream Architecture, unlimited Remote
Access VPN, Site-to-Site VPN, reporting
+ Network Protection: Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat,
SD-RED VPN, reporting
+ Web Protection: Xstream TLS and DPI engine, Web Security and Control,
Application Control, reporting
+ Enhanced Support: 24/7 support, feature updates, advanced replacement hardware
warranty for term
- Tiép nhan, phan tich, phan loai thuc hién hd tro xur ly khéc phuc su cd.
- Tiép nhan, dé xudt giai phap va cip nhat dit liéu theo yéu cau.

. .~ | - Kiém tra h¢ théng dinh ky hang ngay, hang tuan, hang thang va cac phéat sinh theo

Quan trj, van N ) . N .
° | anh dich vu yéu cAu nham kiém tra tinh trang hoat dong cua hé théng thong tin, phin cting, phan Goi 1

mém tién hanh phan tich va dé xuat phuong an xir 1y.

- Thyc hién xtr 1y su cb bao mat cac hé théng thong tin, phén cung, phﬁn mém va ung
dung (cac trang tin, dich vu web (webservice)... va cac ing dung giao dich truc tuyén).
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S6 lwong

- HO tro tmg ctru cac sy ¢b nging hoat dong hé thong, khoi phyc hé thong thong tin,
tan cong co chu dich ...

- S6 hoa cac tai liéu lién quan dén cac yéu cau hd tro.
- Xay dung co s¢ tri thirc cho cong tac thuc hién hd trg khic phuc xu 1y su cd.
- Bdo dam an toan thong tin trong qua trinh van hanh.

- Céc cong viéc can thiét khac.

Bao tri dich vu

- V& sinh cac thiét bi.

- Kiém tra cac két noi cua céc thi€t bi ngoai vi, két né1 ngudn, két ndé1 mang, két noi
hé thong cua cac thiét bi.

- Kiém tra moi truong hoat dong, do am, nhiét do, hé théng lam mat.
- LAy ban ghi nhat ky hé thong hoat dong (log dir liéu), kiém tra cdc dén canh bao.

- Chay céc chuong trinh kiém tra hiéu ning may tinh, may chu vé trang thai hoat dong
ctia thiét bi.

- Kiém tra danh muc cac phan mém dugc phép chay trén may tinh, may cha va loai
b6 cac phan mém khong dugc phép trén may tinh, may chu.

- Kiém tra toan bo hé théng trong pham vi bao tri va ghi nhan hi¢én trang phuc vu cho
cac ky bao tri tiép theo.

- Kiém tra va cap nhat phién ban madi, ban va 161 (néu c6 theé).

- Thay thé hodc sira chira cac thiét bj hong hoc phat sinh trong giai doan bao tri, khong
con bao hanh (néu co).
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TT Noi dung MBS ta chi tiét (twong dwong hodic cao hon) Pon vi tinh | SO lwong

- Céc cbng viée can thiét khac.
Thoi gian dao tao: 02 ngay/16p.
S6 16p dao tao: 01 16p.
Sd lugng hoc vién du kién: 10 hoc vién.
Viéc chuén bi moi truong dao tao nhu dia diém, cac trang thiét bi hd trg ddo tao la can
thiét va phai dap tng yéu cau cta khéa hoc:
- Céc hoc vién phai duoc trang b laptop/may tinh dé ban dé thuc hién viéc thuc hanh
ngay tai 16p.

7 | Dichvydaotao | Céc phong hoc nén trang bi diéu hoa nhiét d6 dé ting hiéu qua trong truyén dat va Goi 1
tiép thu kién thirc trong qua trinh dao tao.
- Yéu cau phong hoc phai c6 may chiéu, hé théng dién, Am thanh t6t dé phuc vu viéc
dao tao, chuyén giao.
Hinh thtrc dao tao: Do tao s& duoc tién hanh két hop giang day 1y thuyét, thuc hanh
truc tiép trén thiét bi va tham quan hoc tap.
Thoi gian, ndi dung chuong trinh, doi tuong dao tao cu thé duoc hoach dinh khi trién
khai dich vu

g Dich vu lf,lp dat, Lép dat, cai dat hé théng may chu, thiét bi chuyén mang, firewall, ing dung... trong Goi 1

cai diit

giai doan khoi tao dich vy tai bénh vién
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