SO Y TE SON LA CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN DA KHOA TINH Poc lap - Tw do - Hanh phuc

S6: 642 /BVDKT-KHTH Son La, ngay 07 thang 10 nam 2025
VIv Yéu cau chao gia d¢ l1ap du toan
cho céc goi thau tu van va thué dich vu
cong nghé thong tin

Kinh gui: Cac cong ty, nha cung cap dich vu tu van tai Viét Nam.

Bénh vién DPa khoa tinh Son La ¢6 nhu cau tiép nhan chao gia dé xay dung du
toan gia cho cac goi thau tu van, 1am co sé phé duyét ké hoach lya chon nha thau
thuc hién nhiém vu “Thué hé théng thiét bi trung tAm c6 san”, theo quy dinh tai
Khoan 28, Piéu 1, Nghi dinh s6 82/2024/ND-CP ngay 10/7/2024 ctia Chinh phi quy
dinh: Thué dich vu cong nghé thong tin san ¢é trén thi truong. Gid thué dich vu (tinh
theo don gid cia ting dich vu sit dung hodc don gid san pham dau ra cia dich vu)
dwoc xac dinh trén co so bdo gia cua nha cung cd'p, nha san xudt dich vu tai thoi
diém thué dich vu. Noi dung cu thé nhu sau:

I. Théong tin ciaa don vi yéu ciu chao gia

1. Bon vi Y&u cau chao gia: Bénh vién da khoa tinh Son La. Bia chi: T6 17,
phuong Chiéng Sinh, tinh Son La.

2. Thong tin lién hé caa nguoi chiu trach nhiém tiép nhan bao gia:

Bs: Vil Vin Phuong-Truéng phong ké hoach tong hop. S6 dién thoai: 0988352604

3. Céch thuc tiép nhan chao gia (dong thoi bang ca 2 cach thiic):

- Nhan tryc tiép tai dia chi: Phong ké hoach téng hop - Bénh vién da khoa tinh
Son La — Puong Lé Duan, phuong Chiéng Sinh

- Nhan qua email: bvtmbvdksl@gmail.com (Ban scan béo gia goc, file mém
(Docx, xIxs,...)).

4. Thoi han tiép nhan béo gia: Tur 16h00 ngay 07/10/2025 dén truéc 16h00
ngay 16/10/2025. Cac b&o gia nhan dugc sau thoi diém néu trén s& khong dugc xem
Xet.

5. Thoi han ¢6 hiéu luc cua bao gia: Téi thiéu 90 ngay, ké tir ngay 17/10/2025.
I1. Théng tin vé nhiém vu
1. Tén nhiém vu: Thué hé théng thiét bi trung tm c6 san.

2. Muc tiéu



- Trang bi ha ting CNTT hién dai, dong bd va toc do cao cliing voi nhiéu phuong
tién dién tir ho tro kha ning tuong tac voi ngudi bénh va nhan vién y té.

- M6 rong pham vi cung cip céac dich vu y té dua vao CNTT.

- Ung dung cac phan mém hd tro kham, chita bénh, cong nghé thong tin giup
t61 uu hoa cac dich vu y té.

- Chuyén ddi s6 hoa céc thong tin dir li¢u hién c6; tin hoc hda va tu dong hoa
cac quy trinh kham chita bénh nham hudng téi quan tri thong minh va cung cép cac
dichvuy té thong minh.

- Xay dung va trién khai: hé théng quan Iy thong tin Bénh vién (HIS), hé thong
quan 1y thong tin xét nghiém (LIS), hé théng luu trit va truyén tai hinh anh y khoa
(RIS-PACS), hé théng quan 1y bénh 4n dién tir (EMR) tuan thi cac tiéu chuan trong
nuée va quc té bao dam kha nang két ndi lién thong, chia sé, tich hop dit liéu, dong
thoi bao dam kha ning két ndi lién thong véi tat ca cac trang thiét bi hién co trong
co s0 kham bénh, chita bénh (may xét nghi€ém, may chan doan hinh anh, cic man
hinh tuwong tac, cac thiét bi cAm tay c4 nhan, ...) thong qua mang nhim nang cao kha
nang ty dong hoa.

- Ung dung cac cong nghé nhan dang méi (giong néi, vi tri ciia nguodi bénh,
sinh tric hoc,.. .)

- Ung dung tri tué nhan tao (AI) va cac cong nghé mai hd tro hoat dong quan
Iy Bénh vién va hd tro chan doan, diéu tri va ra quyét dinh 1am sang.

- An toan thong tin hién dang 1a van dé cap bach trong cong tic dam bao hé
théng thong tin va nguoi st dung tranh dugc cac mbi de doa va giam thiéu tac hai
néu c6 thé X4y ra cac sy ¢d vé an toan thong tin, dac bi¢t trong cong tac bao vé va
cham soc strc khée nhan dan.

3. Quy mo
. Pon vi SO
TT NOi dung ol lrong
1 | H¢ thong may chii vat ly dung dé hosting h¢ thong 40 héa
11 May chu phan mém quan tri va Ung dung (HIS, LIS, Chiée 1
AD...backup)
1.2 | May chi RIS/PACS Chiéc 1
13 May chu vat Iy du phong hé thong cho toan bd g dung, Chiée 1
AD...
2 | Hé thong hru trir dir liéu tap trung DB (Database Server)




TT Noi dung Dt?:hvi miig
2.1 | Hé thong luu trir (SAN) Chiéc 2
2.3 | Thiét bi chuyén mach SAN Switch Bo 2
3 Hé théng Chl’lyél} mach trung tim, hé thong chuyén mach
phan phoi két noi h¢é thong mang LAN
31 D‘istri’butorv Sv&jtch (Thiét bi cAhuyén mach phan phdi nbi tang Chie )
va may chu voi mang trung tam)
3.2 | Core Switch (Thiét bi chuyén mach 15i) Chiéc 2
4 Hé th‘éng ké'.t ndi {nterrﬁnet, l}é théng twong Iira dam bao
an toan an ninh, bao mat thong tin
41 t"l;rliefl (1;1 gléoili Il\lIIa, dam an toan an ninh h¢ thong mang may Chie 1
42 Egiitéﬁjg t;f;nt%élz% ﬁ%ﬁl an toan an ninh hé théng may chu, Chiée 1
5 | Quan tri, vin hanh dich vu Goi 1
6 | Bao tridich vu Goi 1
7 | Dich vu dao tao Goi 1
8 | Dich vu lap dit, cai dit Goi 1
Chi tiét thong so k' thugt xem tai Phy luc 03.
4. Ngudn von
Ngudn ngan sach chi thuong xuyén.
5. Thot gian thuc hién
Giai doan 2025 - 2030.
6. Gia tri kinh phi du kién thué: 7.955.141.000 dong
Trong cac nam:
Nam 2025 2026 2027 2028 2029 2030
Sb tién | 132.586.000 | 1.591.028.000 | 1.591.028.000 | 1.591.028.000 | 1.591.028.000 | 1.458.442.000
thué/nam

I11. N§i dung yéu cau béo gia:




Cac dich vu cho nhiém vu “Thué hé théng thiét bi trung tAm cé san” thudc bé
an trién khai mo hinh Bénh vién thong minh tai Bénh vi¢n Pa khoa tinh Son La nhu

Sau.
STT Danh muc dich vu SoA’l.u’Q'ng/ D(Tn Vi Dia dl?fn
T ’ Khoi lugng tinh thuc hién
Tu van 1ap HSMT, danh gia HSDT
cho goi thau: Thué dich vu ha t?lng )
1 CNTT thuoc nhiém vu “Thué hé 01 Dichvu X L
thong thiét bi trung tdm c6 sin” Bénh vién
da khoa tinh
Tu van tham dinh HSMT, tham dinh Son La -
5 KQI:CNT cho goi Athau:.il’hue d‘1_‘ch Vl;l 01 Dich vu Du’O‘n;g Lé
ha tang CNTT thudc nhi¢m vu “Thué Duan,
hé thong thiét bi trung tAm co san”. phuong
‘ Chiéng Sinh
Thué dich vu ha tang CNTT thudc
3 | nhiém vy “Thué hé thong thiét bi 01 Dich vu
trung tAm c6 san”.

M6 ta pham vi cong viéc thuc hién chi tiét cho tirng danh muyc dich vu nhu sau:

1. Dich vu tu van 1ap HSMT, danh gia HSDT

1.1. Tén dich vu

Tu véan lap HSMT, danh gia HSDT cho nhiém vy “Thué hé thong thiét bi trung
tam coO san”.

1.2. Pham vi cong viéc

- Thyc hién cong viéc 1ap HSMT, danh gia HSDT theo dung ndi dung va mau
quy dinh theo Luat Pau thau va cac vian ban huéng dan hién hanh.

M6 ta nhiém vu cu thé cua dich vu tu van

- Thyc hién cong viéc 1ap HSMT theo dung nodi dung va mau quy dinh theo
Luat PAu thau va cac van ban hudng dan hién hanh;

- Thanh lap t6 chuyén gia ddu thau theo diing quy dinh vé dau thau;

- T6 chuic danh gia HSDT theo dung ndi dung quy dinh ciia Luat Pau thau, cac
van ban hudéng dan va HSMT duogc Chu tri thué phé duyét;

- Phéi hop véi Chu tri thué t6 chie 1am rd HSMT sau khi déng tai HSMT;

- Phéi hop v6i Chu tri thué to chirc 1am r6 HSDT trong qua trinh danh gia
HSDT,




- Lap Béo cdo danh gia HSDT theo diing quy dinh ctia Luat Pau thau va céac
vin ban huéng dan.

Béo céo va thoi gian thyuc hi¢n
- Thoi gian lam viéc ctia nha thau tu van: Ngay sau khi hop dong c6 hiéu luc.

- Thoi gian thue hién dich vu: Do nha thau dé xuat nhung khong vuot qua 30
ngay hodc theo tién d6 thuc hién dau thau.

Céc san pham ban giao

STT Loai tai liéu ban giao S6 lwong
1 Ho so moi thau 03 bo
2 B4o cdo danh gia ho so du thau 03 b

2. Dich vu tu van tham dinh HSMT, tham dinh KQLCNT
2.1. Tén dich vu
Tu van thim dinh HSMT, tham dinh KQLCNT cho nhiém vu “Thué hé théng

thiét bi trung tdm c6 san”.
2.2. Pham vi cdng viéc

Thuc hién cac cong viéc tham dinh HSMT, tham dinh KQLCNT theo dang ndi
dung va miu quy dinh theo Luat Pau thau va cac van ban huéng dan hién hanh.

2.3. M6 ta nhiém vu cu thé cua dich vu tu van

Thanh 1ap t6 chuyén gia tham dinh theo dung quy dinh vé dau thau;

Tham dinh ho so moi thau theo dung ndi dung va mau quy dinh theo Luat Pau
thau va cac van ban huéng dan hién hanh.

Tb chitc tham dinh két qua lya chon nha thau theo dtng ndi dung quy dinh cua
Luat Dau thau va cac vin ban huéng dan hién hanh va Ho6 so moi thau duge Chu tri
thué phé duy¢t.

Lap bao cdo tham dinh theo ding quy dinh ctua Luat DAu thau va cic van ban
hudéng dan.

2.4. Bao cao va thoi gian thuc hién

- Thoi gian 1am viéc ciia nha thau tu van: Ngay sau khi hop dong c6 hiéu lyc.

- Thoi gian thuc hién dich vu: Do nha thau dé xuat nhung khéng vuot quéa 30
ngay (Khong bao gom thdi gian tham dinh, phé duyét, ddu thau ctia Chu dau tu va
cac truong hop bat kha khang).



2.5. C4c san pham ban giao

STT Loai bao céo S6 luwong
1 B4o c4o tham dinh HO so moi thau 03 bo
2 B4o c4o tham dinh Két qua lya chon nha thau 03 bd

B4o c4o tham dinh HSMT, thim dinh KQLCNT phai dugc dong quyén va co

day du ho tén, chic danh, chir ky, con dau ciia ngudi dai dién hop phép cta nha thau
va phai ndp cho chu dau tu (kém ban mém) theo dung tién d6 quy dinh.

3. Thué hé thong thiét bi trung tAm c6 sén

3.1. Danh muc thiét bi

. Pon vi S6
TT Noi dung tinh lrong
1 | Hé thong may chi vét 1y ding dé hosting hé thong a0 héa
11 Maday chi phan mém quan tri va Uung dung (HIS, LIS, Chiée 1
AD...backup)
1.2 | May cha RIS/PACS Chiéc 1
13 May chu vat Iy du phong hé thong cho toan bd ting dung, Chiée 1
AD...
2 | Hé théng hru trit dir liéu tap trung DB (Database Server)
2.1 | Hé thong luu trir (SAN) Chiéc 2
2.3 | Thiét bi chuyén mach SAN Switch Bo 2
3 Hé théng chuyén mach trung tim, hé thong chuyén mach
phan phoi két noi hé thong mang LAN
Distributor Switch (Thiét bi chuyén mach phan phdi ndi ting I
31| ., e ~ Chiéc 2
va may chu v6i mang trung tam)
3.2 | Core Switch (Thiét bj chuyén mach 15i) Chiéc 2
4 H¢ thong két noi Internet, hé thong twong lira dam bio
an toan an ninh, bao mat thong tin
Thiét bi tuong lira, dam an toan an ninh hé thdng mang may A
411 tinh ni bo LAN Chice !




TT Noi dung Dt‘;';‘hvi miig
4.9 ;l;éhﬁtélfg t;frol?;grélg% ﬁaé?; an toan an ninh hé thong may chi, Chide 1

5 | Quan tri, vin hanh dich vu Goi 1

6 | Bao tridich vu Goi 1

7 | Dich vu dao tao Goi 1

8 | Dich vu lap dit, cai dit Goi 1

Chi tiét théng sé ky thugdt xem tai Phy luc 03.
3.2. Yéu cau k¥ thuat cua thiét bi

- Hang hoa, vt tu, thiét bi duoc cung cap phai c¢6 vin ban ching minh tinh hop
1& vé k¥ thuat, chat lugng, ngudn goc xuat xtr (CO, CQ) rd rang (trong nudc, nudc
ngoai), nudc san xuat; dam bao mai 100% chwa qua sir dung.

- Tai san cho thué sau khi két thic thoi han thué (05 nam) thudc sé hitu cua
Bénh vién va duoc quy dinh r trong hop dong thué.

Pia diém cung cip dich vu Tai Bénh vién Pa khoa tinh Son La - T6 17, phudng
Chiéng Sinh, tinh Son La.

4. Yéu cau hd so chao gia bao gdbm cc tai liéu sau:

- Ban chao gia theo: Phu luc 01, 02.

- B40 gi4 co day du cac noi dung, theo yéu cau bao gia.

- Bé4o gié phai dugc dai dién hop phap cua don vi bao gia ky va déng dau theo
quy dinh.

(Céng vin nay thé cho Cong van sé 641/BVDKT-KHTH ngay 06/10/2025)

Tran trong cam on su hop tac cia Quy don vi./.

Noi nhin: GIAM POC
- Nhu trén;

- Phong BD (déng Website Bénh vién);
- Luu: VT, KHTH, Phuong (3b).

P& Xuin Thu



Phu luc |
Mau bao gia tu van
(Ban ke theo Cong van so 642 /BVDKT-KHTH ngay 07 thang 10 nam 2025
cua Bénh vién Da khoa tinh Son La)
BAO GIA

Kinh giri: BENH VIEN DA KHOA TINH SON LA

Trén co s Yéu cau béo gias6  /BVDKT-KHTH ngay  /10/2025 caa Bénh
vién da khoa tinh Son La, ching t6i....[ghi tén, dia chi don vi tham gia b&o gia cho
du an nhu sau:

DA KHOA
TINH

1. Bao gia cho cac phan viéc: Dich vu tu van cho nhiém vu “Thué hé thong
thiét bi trung tim c6 san” thudc PE an trién khai mé hinh Bénh vién thong minh tai
Bénh vién Pa khoa tinh Son La

STT Danh muc du to4n Chi phi tw van Ghi chu
L | Chi phi tu van lap HSMT, danh gia
HSDT bon vi tham gia chao
- : gi& phan nao thi dién
, | Chi phi tu van tham dinh HSMT, vao phan do6

tham dinh KQLCNT

2. B&o gia nay co hiéu luc trong vong: .... ngay, ké tir ngay ... thang ... ndm ...
[ghi cu thé s6 ngay nhung khong nho hon 90 ngay], ké tir ngay ... thang... nam. ..[ghi
ngay ....thang...nam... két thiic nhan bao gia ph hop véi thong tin tai khodn 4 Muc
| - Yéu cau béo gi4].

3. Ching tdi cam két:

- Khong dang trong qua trinh thuc hién tha tuc giai thé hoic bi thu hoi Giay
chung nhan ding ky doanh nghiép hoic Gidy chiing nhan dang ky ho kinh doanh
hoac cac tai liéu tuong duong khac; khong thudc truong hop mat kha ning thanh
toan theo quy dinh ciia phap luat vé doanh nghiép.

- Gi4 tri b&o gia la pht hop, khéng vi pham quy dinh cua phép luat vé canh
tranh, ban pha gia.

- Nhitng théng tin néu trong bao gié la trung thuc.

..., NEAY.... thang....nam....
Dai di¢n don vi tham gia bao gia
(Ky tén, dong dau (néu co))



Phu luc Il
M4au béo gia dich vu cong ngh¢ thong tin

Thué hé thong thiét bi trung tAm c6 san
anh kem theo Cong van so 642 /BVDKT-KHTH ngay 07 thang 10 nam 2025
cia Bénh vien Da khoa tinh Son La)

BAO GIA
Kinh giri: BENH VIEN DA KHOA TINH SON LA

0 s& yéu cau béo giasé6  /BVDPKT-KHTH ngay /10/2025 cia Bénh
vién da khoa tinh Son La, ching t6i....[ghi tén, dia chi don vi tham gia b&o gié cho
du an nhu sau:

1. Bao gia cho cac phﬁn viéc: Dich vu cong nghé thong tin cho nhiém vy “Thué
hé théng thiét bi trung tam co san” thudc Dé an trién khai mo hinh Bénh vién thong
minh tai Bénh vién Pa khoa tinh Son La

Pon X N .
STT Danh muc vi = D(_rp Thz;mh Gh,'
: - |lwgng | gia | tien |chu
tinh
Hé théng may chi vat 1y dung dé hosting
l A I’\ e 7
hé thong 4o hoa
May chi phan mém quan tri va tng dung | ~, .«
L1 His, Lis, AD...backup) Chiec |1
1.2 | May chi RIS/PACS Chiéc | 1
13 I\/lay chu vat ly du phong hé thong cho toan Chie 1
bo g dung, AD...
, | He théng lwu trir dir ligu tap trung DB
(Database Server)
2.1 | Hé thong luu trir (SAN) Chiéc | 2
2.3 | Thiét bi chuyén mach SAN Switch Bo 2
H¢ thong chuyén mach trung tam, hé
3 | thong chuyén mach phan phoi ket noi hé
thong mang LAN
Distributor Switch (Thiét bj chuyén mach
3.1 | phan phoi noi tang va may chua véi mang | Chiec | 2
trung tam)
3.2 | Core Switch (Thiét bi chuyén mach 16i) Chiéc| 2




Don
STT Danh muc vi
tinh

S6 | Pon | Thanh | Ghi
lwong | gia | tien |cha

Hé théng két ndi Internet, hé théng
4 | twong lira dam bao an toan an ninh, bao
mat thong tin

Thiét bi tuong lira, dam an toan an ninh hé

4.1 théng mang may tinh noi bo LAN Chicc !
12 | it wing st L a8 OO | |
5 | Quan tri, van hanh dich vu Goi 1
6 | Bao tridich vu Goi 1
7 | Dich vu dao tao Goi 1
8 | Dich vu lip dit, cai dit Goi 1

Tong cong

Thué VAT (8%)

Tong thanh tién

2. B&o gia nay co hiéu luc trong vong: .... ngay, ké tir ngdy ... thang ... ndm ...
[ghi cu thé s6 ngay nhung khéng nho hon 90 ngay], ké tir ngdy ... thang... nam. ..[ghi
ngay ....thang...ndm... két thiic nhan bao gia phi hop véi thdng tin tai khodn 4 Muc
| - Y&u c4qu bao gi4].

3. Chung t6i cam két:

- Khéng dang trong qua trinh thuc hién thu tuc giai thé hoic bi thu hoi Giay
ching nhan ding ky doanh nghiép hoic Gidy chiing nhan dang ky ho kinh doanh
hoac cac tai liéu twong duong khac; khong thudc truong hop mat kha ning thanh
toan theo quy dinh caa phap luat vé doanh nghiép.

- Gi4 tri b&o gia l1a pht hop, khdng vi pham quy dinh cua phép luat vé canh
tranh, ban pha gia.

- Nhitng théng tin néu trong bao gia la trung thuc.

...., ngay.... thang...ndm....

Dai di¢n don vi tham gia bao gia
(Ky tén, dong dau (néu co))



BENH VIEN
DA KHOA

Phu luc 111

i tiét danh muc dich vu va thdng sé ky thuat

(Ban\bduh wim thed Cong van so 642 /BVDKT-KHTH ngdy 07 thdang 10 ndm 2025

cia Bénh vien Da khoa tinh Son La)

MBS ta chi tiét (twong dwong hoic cao

TT | NOoidung hon) Don vi tinh S6 lwgng
1 Hé théng may chi vét Iy ding dé hosting hé thong
a0 hoa
Kiéu dang: 2 U rack server
CPU: Up to two 4th Generation Intel
Xeon Scalable processor with up to 56
cores per processor and with optional
Intel® QuickAssist Technology
> 2 X Intel Xeon Silver 4416+ 2G,
20C/40T, 16GT/s, 37.5M Cache, Turbo,
HT (165W) DDR5-4000 hodc tuong
duong
. . | RAM: 32 DDR5 DIMM slots, supports
May chu
h3 . | RDIMM 8 TB max, speeds up to 4800
an mem .
P ot v MT/s, supports registered ECC DDR5
quan tr1 va
DIMMs onl .
1.1 |ung  dung y Chiéc 1
(HIS, LIS, | =8 x 32GB RDIMM, 5600MT/s, Dual
AD... Rank
backup) H) trg card GPU: Up to 2 x 350 W DW

and 6 x 75 W SW
Bo diéu khién luu trit hd tro:

Internal Controllers: PERC H965i,
PERC H755, PERC H755N, PERC
H355, HBA355i

Internal Boot: Boot Optimized Storage
Subsystem (BOSS-N1): HWRAID 2 x
M.2 NVMe SSDs or USB

External HBA (non-RAID): HBA355e




TT

Noi dung

M0 ta chi tiét (twong dwong hodc cao
hon)

Don vi tinh

S6 lwong

Software RAID: S160

> 1 x C7, Unconfigured RAID for HDDs
or SSDs (Mixed Drive Types Allowed)

> 1 x PERC H755 with rear load
Brackets

Khung 6 dia hd tro: 2.5" Chassis with 8
Universal Drive Slots
(SAS/SATA/NVME), Front PERC 11, 2
CPU

> 3 x 1.92TB SSD SATA Read
Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, 1 DWPD

> 3 x 24TB Hard Drive SAS ISE
12Gbps 10K 512e 2.5in Hot-Plug

Khe cim md rong hd tro: Up to eight
PCle slots:

Slot 1: 1 x8 Gen5 or 1 x8/1 x16 Gen4
Full height, Half length or 1 x16 Gen4
Full height, Full length

Slot 2: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length or 1 x16 Gen5
Full height, Full length

Slot 3: 1 x16 Gen4 Low profile, Half
length

Slot 4. 1 x8 Gen4 Full height, Half
length

Slot 5: 1 x8/1 x16 Gen4 Full height, Half
length or 1 x16 Gen4 Full height, Full
length

Slot 6: 1 x16 Gen4 Low profile, Half
length




TT

Noi dung

M0 ta chi tiét (twong dwong hodc cao
hon)

Don vi tinh

S6 lwong

Slot 7: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length

Slot 7 SNAPI: 1 x16 Gen5 Full height,
Half length

Slot 8: 1 x8 Gen5 or 1 x8 Gen4 Full
height, Half length

> 1 x Broadcom 5720 Quad Port 1GbE
BASE-T Adapter, OCP NIC 3.0

> 1 x Emulex LPe35002 Dual Port FC32
Fibre Channel HBA, PCle Low Profile

> 1 x Broadcom 57414 Dual Port
10/25GbE SFP28 Adapter, PCle Low
Profile, V2

> 1x Riser Config 2, 2x8 FH Slots
(Gen4), 4x8 FH Slots (Gen5), 2x16 LP
Slots (Gen4)

M6 dun quang:

> 2 x SFP+ SR Optic, 10GbE, for all
SFP+ ports except high temp validation
warning cards

Nguén: Dual, Hot-Plug, FR Power
Supply, 1100W MM (100-240Vac)
Titanium, Redundant (1+1)

Trinh diéu khién nhiang hd tro:
iDRAC9

IDRAC Direct

IDRAC RESTful API with Redfish
IDRAC Service Module

Quick Sync 2 wireless module

> 1 x iDRACOY, Enterprise 16G

> 1 x iDRAC Service Module (ISM)




TT

Noi dung

M0 ta chi tiét (twong dwong hodc cao
hon)

Don vi tinh

S6 lwong

Tinh nang bao mat:

Data at Rest Encryption (SEDs with
local or external key mgmt)

Secure Boot
Secure Erase

Secured  Component  Verification
(Hardware integrity check)

Silicon Root of Trust

System Lockdown (requires iDRAC9
Enterprise or Datacenter)

TPM 2.0 FIPS, CC-TCG certified, TPM
2.0 China NationZ

H& trg cac hé diéu hanh va ao hoa:
Canonical Ubuntu Server LTS

Microsoft Windows Server with Hyper-
\Y

Red Hat Enterprise Linux
SUSE Linux Enterprise Server

VMware ESXi

Bao hanh va ho tro ky thuat:
> 60 thang

1.2

May chu
RIS/PACS

Kiéu dang: 2 U rack server

CPU: Up to two 4th Generation Intel
Xeon Scalable processor with up to 56
cores per processor and with optional
Intel® QuickAssist Technology

> 2X Intel® Xeon® Gold 6542Y 2.9G,
24C/48T, 20GT/s, 60M Cache, Turbo,
HT (250W) DDR5-5200 hoac tuong
duong

Chiéc
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RAM: 32 DDR5 DIMM slots, supports
RDIMM 8 TB max, speeds up to 4800
MT/s, supports registered ECC DDR5
DIMMs only

> 4 x 64GB RDIMM, 5600MT/s, Dual
Rank

Ho trg card GPU: Up to 2 x 350 W DW
and 6 x 75 W SW

> 1 x NVIDIA Ampere A2, PCle, 60W,
16GB Passive, Single Wide, Full Height
GPU,V2

B6 diéu khién luu trit hd tro:

Internal Controllers: PERC H965i,
PERC H755, PERC H755N, PERC
H355, HBA355i

Internal Boot: Boot Optimized Storage
Subsystem (BOSS-N1): HWRAID 2 x
M.2 NVMe SSDs or USB

External HBA (non-RAID): HBA355e
Software RAID: S160

>1x C7, Unconfigured RAID for HDDs
or SSDs (Mixed Drive Types Allowed)

> 1 x Front PERC H755 Rear Load (for
2.5" x24 SAS/SATA chassis)

> 1 x BOSS-N1 controller card + with
2 M.2 960GB (RAID 1)

Khung 6 dia h tro: 2.5" Chassis with 8
Universal Drive Slots
(SAS/SATA/NVME), Front PERC 11, 2
CPU
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>2 x960GB SSD SATA Read Intensive
6Gbps 512e 2.5in Hot-plug AG Drive, 1
DWPD

> 3 x 1.92TB SSD SATA Read
Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, 1 DWPD

Khe cim mé rong hd tro: Up to eight
PCle slots:

Slot 1: 1 x8 Gen5 or 1 x8/1 x16 Gen4
Full height, Half length or 1 x16 Gen4
Full height, Full length

Slot 2: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length or 1 x16 Gen5
Full height, Full length

Slot 3: 1 x16 Gen4 Low profile, Half
length

Slot 4. 1 x8 Gen4 Full height, Half
length

Slot 5: 1 x8/1 x16 Gen4 Full height, Half
length or 1 x16 Gen4 Full height, Full
length

Slot 6: 1 x16 Gen4 Low profile, Half
length

Slot 7: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length

Slot 7 SNAPI: 1 x16 Gen5 Full height,
Half length

Slot 8: 1 x8 Gen5 or 1 x8 Gen4 Full
height, Half length

> 1 x Broadcom 5720 Quad Port 1GbE
BASE-T Adapter, OCP NIC 3.0
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> 1 x Emulex LPe35002 Dual Port FC32
Fibre Channel HBA, PCle Low Profile

> 1 x Broadcom 57414 Dual Port
10/25GbE SFP28 Adapter, PCle Low
Profile, V2

> 1 x Riser Config 2, 2x8 FH Slots
(Gen4), 4x8 FH Slots (Gen5), 2x16 LP
Slots (Gen4)

M6 dun quang:

> 2 x SFP+ SR Optic, 10GbE, for all
SFP+ ports except high temp validation
warning cards

Nguén: Dual, Hot-Plug, FR Power
Supply, 1100W MM (100-240Vac)
Titanium, Redundant (1+1)

Trinh diéu khién nhiing hd tro:
iDRAC9

IDRAC Direct

IDRAC RESTful API with Redfish
IDRAC Service Module

Quick Sync 2 wireless module

> 1 x iDRACY, Enterprise 16G

> 1 x iDRAC Service Module (ISM)
Tinh nang bao mat:

Data at Rest Encryption (SEDs with
local or external key mgmt)

Secure Boot
Secure Erase

Secured  Component  Verification
(Hardware integrity check)
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Silicon Root of Trust

System Lockdown (requires iDRAC9
Enterprise or Datacenter)

TPM 2.0 FIPS, CC-TCG certified, TPM
2.0 China NationZ

HJ tro cac hé diéu hanh va a0 hoa:
Canonical Ubuntu Server LTS

Microsoft Windows Server with Hyper-
\

Red Hat Enterprise Linux
SUSE Linux Enterprise Server
VMware ESXi

Bao hanh va ho tro k¥ thuat:

> 60 thang

1.3

May chu vat
Iy du phong
hé théng cho
toan by ung
dung, AD...

Kiéu dang: 2 U rack server

CPU: Up to two 4th Generation Intel
Xeon Scalable processor with up to 56
cores per processor and with optional
Intel® QuickAssist Technology

> 2 x Intel Xeon Silver 4416+ 2G,
20C/40T, 16GT/s, 37.5M Cache, Turbo,
HT (165W) DDR5-4000 hodc tuwong
duong

RAM: 32 DDR5 DIMM slots, supports
RDIMM 8 TB max, speeds up to 4800
MT/s, supports registered ECC DDR5
DIMMs only

> 8 x 64GB RDIMM, 5600MT/s, Dual
Rank

Ho trg card GPU: Up to 2 x 350 W DW
and 6 x 75 W SW

Chiéc
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Bo diéu khién luu trit hd tro:

Internal Controllers: PERC H965i,
PERC H755, PERC H755N, PERC
H355, HBA355i

Internal Boot: Boot Optimized Storage
Subsystem (BOSS-N1): HWRAID 2 x
M.2 NVMe SSDs or USB

External HBA (non-RAID): HBA355e
Software RAID: S160

>1x C7, Unconfigured RAID for HDDs
or SSDs (Mixed Drive Types Allowed)

> 1 x Front PERC H755 Rear Load (for
2.5" x24 SAS/SATA chassis)

> 1 x BOSS-N1 controller card + with
2 M.2 960GB (RAID 1)

Khung 6 dia hd tro: 2.5" Chassis with 8
Universal Drive Slots
(SAS/SATA/NVME), Front PERC 11, 2
CPU

>2x 960GB SSD SATA Read Intensive
6Gbps 512e 2.5in Hot-plug AG Drive, 1
DWPD

> 2 x 192TB SSD SATA Read
Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, 1 DWPD

> 3 x 24TB Hard Drive SAS ISE
12Gbps 10K 512e 2.5in Hot-Plug

Khe cam mé rong hd trg: Up to eight
PCle slots:
Slot 1: 1 x8 Gen5 or 1 x8/1 x16 Gen4

Full height, Half length or 1 x16 Gen4
Full height, Full length

11
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Slot 2: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length or 1 x16 Gen5
Full height, Full length

Slot 3: 1 x16 Gen4 Low profile, Half
length

Slot 4: 1 x8 Gen4 Full height, Half
length

Slot 5: 1 x8/1 x16 Gen4 Full height, Half
length or 1 x16 Gen4 Full height, Full
length

Slot 6: 1 x16 Gen4 Low profile, Half
length

Slot 7: 1 x8/1 x16 Gen5 or 1 x8 Gen4
Full height, Half length

Slot 7 SNAPI: 1 x16 Gen5 Full height,
Half length

Slot 8: 1 x8 Gen5 or 1 x8 Gen4 Full
height, Half length

> 1 x Broadcom 5720 Quad Port 1GbE
BASE-T Adapter, OCP NIC 3.0

> 1 x Emulex LPe35002 Dual Port FC32
Fibre Channel HBA, PCle Low Profile

> 1 x Broadcom 57414 Dual Port
10/25GbE SFP28 Adapter, PCle Low
Profile, V2

> 1 x Riser Config 2, 2x8 FH Slots
(Gen4), 4x8 FH Slots (Gen5), 2x16 LP
Slots (Gen4)

Mo dun quang:

> 2 x SFP+ SR Optic, 10GbE, for all
SFP+ ports except high temp validation
warning cards

12
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Nguén: Dual, Hot-Plug, FR Power
Supply, 1100W MM (100-240Vac)
Titanium, Redundant (1+1)

Trinh diéu khién nhing hd tro:
iIDRAC9

IDRAC Direct

iIDRAC RESTful API with Redfish
IDRAC Service Module

Quick Sync 2 wireless module

> 1 x iDRACO, Enterprise 16G

> 1 x iDRAC Service Module (ISM)
Tinh nang bao mat:

Data at Rest Encryption (SEDs with
local or external key mgmt)

Secure Boot
Secure Erase

Secured  Component  Verification
(Hardware integrity check)

Silicon Root of Trust

System Lockdown (requires iDRAC9
Enterprise or Datacenter)

TPM 2.0 FIPS, CC-TCG certified, TPM
2.0 China NationZ

HJ trg cac hé diéu hanh va ao hoa:
Canonical Ubuntu Server LTS

Microsoft Windows Server with Hyper-
\

Red Hat Enterprise Linux
SUSE Linux Enterprise Server
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VMware ESXi
Bao hanh va hd tro ky thuat:

> 60 thang

H¢ thong luu trir dir li¢u tap trung DB (Database

Server)

2.1

Hé théng luu
trir (SAN)

Kiéu dang: 2 U rack
HO tro diéu khién:

2 hot-swappable per chassis (dual-
active)

Single/dual controller support for 2U
models

B0 xtr ly: Intel® Xeon Processor
H& tro luu trir: 24 x 2.5” drive bays

BO nhd hé théng: 16GB per controller
(32GB total)

>16GB
Ho trg mé rong:

Thing chtra 6 dia mé rong: 24 x 2.5”
drive bays (12Gb SAS)

S6 Min/Max 6 dia hd tro: 2/276
HO tro toi da dung luong két hop:
Up to 2.56PB (total with 9 ME512)
Up to 1.83PB (total with 9 ME524)
Up to 5.72PB (total with 3 ME584)
HO tro cac loai 6 dia:

NLSAS 7.2K 3.5” — 4TB, 8TB, 8TB
FIPS,12TB, 16TB, 16TB FIPS, 20TB,
24TB

Chiéc
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SAS 10K 2.5” — 1.2TB, 2.4TB, 2.4TB
FIPS

SSD - 1.6TB MU, 1.92TB RI, 3.84TB
RI, 3.2TB FIPS MU, 7.68TB RI

8 x 2.4TB 10K RPM SAS ISE 12Gbps
512e 2.5in Hot-plug Hard Drive

HO trg mo rong card mang:

Giao dién két nbi: FC, iSCSI (optical or
BaseT), SAS

Cac cong két nbi:

Max 32Gb FC ports 8 per array (support
auto-negotiate to 16Gb)

Max 25Gb iSCSI ports 8 SFP+ or SFP28
ports per array

Max 10Gb i1SCSI ports 8 BaseT ports
per array (only support auto negotiate to
1Gb)

Max 12Gb SAS ports 8 12Gb SAS ports

Max management ports 2 per array (1Gb
BASE-T)

Disk expansion protocol 12Gb SAS

Disk interface expansion ports 2 x 12Gb
SAS (wide-Port) per array (1 port per
controller)

> 1 x 32Gb FC Type-B 8 Port Dual
Controller, ME52xx 2U

16G/SFP and 32G/SFP+ FC Optics:
>4 x (2 x SFP+, FC32, 32GB)
Chtrc nang:

Cau hinh: All-flash, hybrid flash, HDD
only arrays
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Dinh dang 6 dia: Native block-level
SAN or DAS

HO tro RAID:

RAID 1,5, 6, 10, or ADAPT RAID; any
combination of RAID levels can exist in
single array

Snapshots:

1024 maximum re-direct-on-write
snapshots per array

H6 tro bao mat dit liéu, khoi phuc va an
toan:

VMware Site Recovery Manager

Self-encrypting drives (SEDs) in SSD or
HDD formats

Full Disk Encryption (FDE) based on
AES-256

Drives certified to FIPS 140-3 Level 2
Veeam v12.3 certified
Quan tri:

VMware vCenter plugin to manage
MES5 arrays through vCenter

CLI API

Redfish/Swordfish REST API

Hb trg hé diéu hanh mdy chu host:
Windows 2025, 2022, 2019

RHEL 9.x, 8.x
SLES 15.x,12.3
VMware 8.x

Hb trg hé thong 4o hoa:

VMware vSphere (ESXi)

16
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vCenter; SRM
Microsoft Hyper-V
Nguén dién:

100-240 VAC

580W, 764W DC

MOi truong hoat dong:

5°C - 35°C (41°F - 95°F, derated by
1°C per 300mm above 900m)

Bao hanh va ho tro k§ thuat: > 60 thang

2.3

Thiét bi
chuyén mach
SAN Switch

- Kiéu dang: Rack 1U
S6 cong quang ho tro:

up to maximum of 24 ports (with 32G
or 64G SWL SFP), Each port supports
E/F/Ex/D_Ports

>8P/24P switch
MultiMode Fiber LC/LC patch cables:

> 8 x OM4 LC/LC Multi Mode Fiber
Cable (optics required)

Kha nang m¢ rong:

Full-fabric architecture with a maximum
of 239 switches

Chtng nhan t6i da:

4K active nodes; 56 switches, 19 hops in
Fabric OS (FOS) fabrics

Hiéu suit:

8.5Gb/s line speed, full duplex;
10.53Gb/s line speed, full duplex;
14.025Gb/s line speed, full duplex;
28.05Gb/s line speed, full duplex;
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57.8Gb/s line speed, full duplex; auto-
sensing of 8, 10, 16, 32, and 64G port
speeds. 10G optionally programmable
to fixed-port speed

ISL Trunking:

up to eight SFP+ ports per ISL trunk;
up to 512Gb/s per ISL trunk.
Exchange-based load balancing across
ISLs with Dynamic Path Selection
(DPS) included in FOS

Bang thong gop:

3.072 Thi/s

B6 dém khung:

24K per switching ASIC
Lop dich vu:

Class 2, Class 3, Class F (Inter-switch
Frames)

Loai cong h tro:
F_Port, E_Port, D_Port on 128 ports
Do tré ti da Fabric:

Latency for locally switched ports is
460 ns (including FEC)

Kich thuéc khung tdi da:
2112-byte payload
Dich vu Fabric:

BB Credit Recovery; Advanced Zoning
(Default Zoning, Port/WWN Zoning,
Peer Zoning); Congestion Signaling;
Dynamic Path Selection (DPS);
Extended Fabrics; Fabric Performance
Impact Notification (FPIN); Fabric
Vision; FDMI; FICON CUP; Flow

18
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Vision; F_Port Trunking; FSPF;
Integrated Routing; ISL Trunking;
Management Server; Name Server;
NPIV; NTP v3; Port
Decommission/Fencing; QoS;
Registered State Change Notification
(RSCN); Slow Drain Device
Quarantine (SDDQ); Target-Driven
Zoning; Traffic Optimizer; Virtual
Fabrics (Logical Switch, Logical
Fabric); VMID+ and AppServer

Quan tri:

Advanced Web Tools; Brocade
SANnav Management Portal and
SANnav Global View; Command Line
Interface (CLI); EZSwitchSetup;
HTTP/HTTPS; RESTful API; SNMP
v1l/v3 (FE MIB, FC Management
MIB); SSH

Quan tri két ndi:
1000 Mbps Ethernet (RJ-45), in-band

over Fibre Channel, RJ45 serial console
port, and one USB port

Bao mat:

DH-CHAP (between switches and end
devices); FCAP switch authentication;
HTTPS; IP filtering;LDAP with IPv6;
OpenLDAP; Port Binding; RADIUS;
TACACS+; user-defined Role-Based
Access Control (RBAC); Secure Boot;
Secure Copy (SCP); Secure Syslog;
SFTP; SSH v2; SSL; Switch Binding;
Trusted Switch

Nguon dién:

19



M0 ta chi tiét (twong dwong hodc cao

TT | N6i dung Pon vi tinh | SO lwong
hon)
100V to 240V nominal, 85V to 264V
range, max 1.23A
Moi truong hoat dong:
0°C to 40°C/32°F to 104°F
Bao hanh va hd tro k¥ thuat: > 60 thang
3 H¢ thong chuyén mach trung tim, h¢ thong chuyén
mach phan phdi két ndi hé thong mang LAN
Product specifications
Capacity in Millions of Packets Per
Second (mpps) (64-byte packets):
357.14
Switching capacity in Gigabits per
second (Gbps): 480
Jumbo frames: Frame sizes up to 9000
Distributor | hytes. The default MTU is 2000 bytes
Switch
y . | MAC table: 16.000 addresses
(Thiet bi
chuyén mach | Total system ports: 20 x 10G SFP+ + 4
phan  phéi | X 10G copper/SFP+ combo + 1 X GE
31 |nbi tang va | OOB Chiéc 2

may chu voi
mang trung
tam)
(C1300-
24XS)

management
RJ-45 ports: 20 x 10G SFP+

Combo ports (RJ-45 + Small Form-
Factor Pluggable [SFP]): 4 x 10G
copper/SFP+

combo

Console port: Cisco standard RJ-45
console port and USB Type C port

USB port: USB Type C port on the
front panel of the switch for easy file
and mage management as well as
console port
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Flash: 512 MB

CPU: ARM dual-core at 1.4 GHz
DRAM: 1 GB DDR4

Packet buffer: 8 MB

Power: 100-240V 50-60 Hz

BTU/hr: 220.77

Layer 2 switching

Spanning Tree Protocol:

Standard 802.1d Spanning Tree support

Fast convergence using 802.1w (Rapid
Spanning Tree [RSTP]), enabled by
default  Multiple  Spanning  Tree
instances using 802.1s (MSTP); 8
Instances are supported

Per-VLAN  Spanning Tree Plus
(PVST+) and Rapid PVST+ (RPVST+);
126 instances are supported

Port grouping/link aggregation:

Support for IEEE 802.3ad Link
Aggregation Control Protocol (LACP)

Up to 8 groups

Up to 8 ports per group with 16
candidate ports for each (dynamic)
802.3ad link aggregation

VLAN:

Support for up to 4093 VLANSs
simultaneously

Port-based and 802.1Q tag-based
VLANs, MAC-based VLAN, protocol-
based VLAN, IP subnet-based VLAN

Management VLAN
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Private VLAN with promiscuous,
isolated, and community port

Voice VLAN:

Voice traffic is automatically assigned
to a voice-specific VLAN and treated
with appropriate levels of QoS. Voice
Services Discovery Protocol (VSDP)
delivers  networkwide  zero-touch
deployment of voice endpoints and call
control devices

Generic VLAN Registration Protocol
(GVRP)/Generic Attribute Registration
Protocol (GARP):

GVRP and GARP enable automatic
propagation and configuration of
VLANS in a bridged domain

Internet Group Management Protocol
(IGMP) versions 1,2, and 3 snooping:

IGMP  limits  bandwidth-intensive
multicast traffic to only the requesters; it
supports 2000 multicast groups (source-
specific multicasting is also supported)

Layer 3
IPv4 routing:
Wire-speed routing of IPv4 packets

Up to 990 static routes and up to 128 IP
interfaces

IPVv6 routing:
Wire-speed routing of IPv6 packets

Layer 3 interface:
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Configuration of a Layer 3 interface on
a physical port, LAG, VLAN interface,
or loopback interface

Classless Interdomain Routing (CIDR):
Support for CIDR

Routing Information Protocol (RIP) v2:
Support for RIP v2 for dynamic routing
User Datagram Protocol (UDP) relay:

Relay of broadcast information across
Layer 3 domains for application
discovery or relaying of Bootstrap
Protocol (BOOTP)/DHCP packets

Stacking:

Up to 8 switches in a stack. Up to 200
ports managed as a single system with
hardware failover
High availability:

Fast stack failover delivers minimal
traffic loss. Support for LAG across
multiple units in a stack

Security

Secure Shell (SSH) Protocol
Secure Sockets Layer (SSL)
IEEE 802.1X (authenticator role):

02.1X: RADIUS authentication and
accounting, MD5 hash, guest VLAN,
unauthenticated VLAN, single/multiple
host mode, and single/multiple sessions

Supports time-based 802.1X, dynamic
VLAN assignment, and MAC
Authentication
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IEEE 802.1X supplicant
Web-based authentication

STP Bridge Protocol Data Unit
(BPDU) Guard

STP loopback guard

DHCP snooping

IP Source Guard (IPSG)
Secure Core Technology (SCT)
Trustworthy systems

Storm control

DoS prevention

ACLs:

Support for up to 1024 rules Drop or
rate limit based on source and
destination MAC, VLAN ID, IPv4 or
IPv6 address, IPv6 flow label, protocol,
port, Differentiated Services Code
Point (DSCP)/IP precedence,
TCP/UDP source and destination ports,
802.1p priority, Ethernet type, Internet
Control Message Protocol (ICMP)
packets, IGMP packets, TCP flag; ACL
can be applied on both ingress and
egress sides

Quality of service
Priority levels: 8 hardware queues
Class of service:

Port-based, 802.1p VLAN priority-
based, IPv4/IPv6 IP precedence/Type of
Service
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(ToS)/DSCP-based, Differentiated
Services (DiffServ), classification and
remarking ACLs, trusted QoS

Queue assignment based on DSCP and
Class of Service (802.1p/CoS)

ISCSI traffic optimization:

A mechanism for giving priority to
ISCSI traffic over other types of traffic

Standards

IEEE 802.3 10BASE-T Ethernet, IEEE
802.3u 100BASE-TX Fast Ethernet,
IEEE 802.3ab 1000BASE-T Gigabit
Ethernet, IEEE 802.3ad Link
Aggregation Control Protocol, IEEE
802.3z Gigabit Ethernet, IEEE 802.3ae
10 Gbps Ethernet over fiber for LAN,
IEEE 802.3an 10GBASE-T 10 Gbps
Ethernet over copper twisted pair cable,
IEEE 802.3x Flow Control, IEEE
802.1D (STP, GARP, and GVRP),
IEEE 802.1Q/p VLAN, IEEE 802.1w
Rapid STP, IEEE

IPV6:

IPv6 host mode, IPv6 over Ethernet,
dual IPv6/IPv4 stack IPv6 neighbor and
router discovery (ND), IPv6 stateless
address auto-configuration, path

Maximum Transmission Unit (MTU)
discovery

Duplicate Address Detection (DAD),
ICMP version 6 DHCPv6 stateful client
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IPv6 over IPv4 network with Intrasite
Automatic Tunnel Addressing Protocol
(ISATAP) tunnel supp
Management
Web user interface
DHCP (options 12, 59, 60, 66, 67, 82,
125, 129, and 150):
DHCP options facilitate tighter control
from a central point (DHCP server) to
obtain IP address, auto-configuration
(with configuration and image file
download), DHCP relay, and hostname
Text view CLI
Interface
Total 10/100/1000, Multigigabit copper
or SFP Fiber: 48 port 1G SFP
Modular Uplink:
> 1 x Module C9300X-NM-8M 8 x
10/1G Multigigabit
Supported stacking options
Core Switch ) :
(Thiét i bi Stacking support: StackWise-480
3.2 | chuyén mach | Stacking bandwidth support: 480 Gbps Chiée 2

15i)

(9300-48S)

Number of members Supported stack
member: 8

Performance specifications

Total number of MAC addresses:
32.000

Total number of IPv4 routes (ARP plus
learned routes): 32.000 (24.000 direct
routes and 8000 indirect routes)

IPv6 routing entries: 16.000
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Multicast routing scale: 8.000
QoS scale entries: 5.120
ACL scale entries: 5.120

Packet buffer per SKU : 16 MB buffer
for 24- or 48-port Gigabit Ethernet
models

32 MB buffer for 24 and 48-port
Multigigabit

FNF entries: 64.000 flows on 24- and
48-port Gigabit Ethernet models

128.000 flows on 24- port Multigigabit
DRAM: 8 GB

Flash: 16 GB

VLAN IDs: 4094

Total Switched Virtual Interfaces
(SVIs): 1000

Jumbo frames: 9.198 bytes

Total routed ports per Catalyst 9300
Series: 448

Bandwidth specifications
Switching capacity: 208 Gbps

Switching capacity with stacking: 688
Gbps

Forwarding rate: 154.76 Mpps

Forwarding rate with stacking: 511.90
Mpps

Security
Encrypted Traffic Analytics (ETA)
AES-256 MACsec encryption
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IPsec encryption: up to 100 Ghbps
delivering  uncompromised  secure
connectivity

Image signing

Secure Boot

Licensing Packaging
License DNA 5 nam
MTBF (hours): 281.920

4. Hé thong két noi Internet, hé thong twong lira dam bao

an toan an ninh, bio mat thong tin

4.1

Thiét bi
tuong  lua,
dam an toan
an ninh hé
thong mang
may tinh ndi
bo LAN

Thong tin phan ctng;
Giao dién két ndi:
1000

> 8 X Base-TX

(10/100/2000Mbps)
RJ45 connector
> 2 X SFP+ interfaces

> 2 x 10GbE (1000/2500/10000 Mbps)
RJ45 Connector

Tuy chon module mé rong: 1 x Module:
8x 1Gb copper

or 4 x 1 Gb copper,

or 4 x SFP,

or 2 X SFP+,

or 4 x 1/2.5/5 Gb multispeed ports
Cong két nd6i WAN: Tuy chinh

Cong két ndi LAN: Tuy chinh

S6 cong USB: 2

Cong Console: 1

Chiéc
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B0 vi xur ly: NXP LX2160A

B6 nhé RAM va dung luon luu trii: 16
GB with ECC, 512 GB m.2

Nguén dién: Dual 150W 90-264VAC,
47-63Hz

Hi¢u nang:

Thong luong tudong ltra: 29.7 Gbps
Thong lugng VPN: 10 Gbps

Thong lugng GAV: 6.2 Gbps

Thong lugng IPS: 5.8 Gbps

Thong lugng UTM: 4.6 Gbps

Tong s6 két ndi dong thoi: 15.000.000
Tong s6 két ndi mai/s: 146.000

S6 lugng chinh sach hd trg: Khong gidi
han

bo san sang: Active/Active,
Active/Passive

Két ndi VPN:
S kénh VPN site to site: 1000

S6 kénh VPN client to site theo dang
SSL: 1000

H6 tro VLAN: 1000
Tinh Nang Bao Mat:

Proxies: Cé&c chuan proxy hd trg theo
tiéu chuan IEEE.

HTTP, HTTPS, FTP, DNS, TCP/UDP,
POP3S, SMTPS, IMAPS and Explicit
Proxy

VPN IPSEC, SSL, IKEv2, L2TP
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(hd trg IKEv2, IPSec, L2TP, TLS): Bao
gdbm IPSec, IKEv2, SSL, L2TP,
Loadbalance VPN. bam bdo duong
truyén dir li€u ludn duoc an toan voi cac
co ché ma hoa DES, 3DSE, AES va
chuén ching thuc MD5, SHA-1, SHA2-
256, SHA2-384, SHA2-511

Intrusion Prevention Service (IPS):
Cong nghé IPS véi hang ngan mau tan
cong dugc cap nhat lién tuc. Phuong
thirc phat hién: Vulnerability and exploit
signatures, Protocol validation,
Anomaly detection, behavior-based
detection, Multi-element correlation.

C6 kha ning phat hién tan cong nhu:
Buffer Overflow, Backdoor/Trojan,
Web Attacks, DoS/DdoS,
Miscellaneous....

Co6 kha nang theo doi, thuc thi chinh
sach dya trén ving mién dia 1y va dat
nudc

C6 kha nang kiém tra dugc cac két ndi
SSL dé phat hién tan cong

H& tro 2 ché do lam viéc: phat hién, phat
hién va chdng tan cong

Identity Authentication Server: Cho
phép dinh nghia chinh sach tuong lua
theo tai khoan nguoi dung hodc nhém
ngudi dung cia hé théng RADIUS,
LDAP, Windows Active Directory,
VASCO, RSA SecurlD, internal
database, SAML 2.0, SMS Passcode

spamBlocler
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(Antispam): Chong email gia mao, Open
relay, diét virus va han ché spam.

Gateway AntiVius: St dung engine
hang dau thé gidi giup GAV ngin chin
hau hét cac virus hién nay. Phat hién
ngan chan ma doc (Malware, Viruses,
Trojans) xdm nhap vao hé thong dwa
theo mau tan coéng va hanh vi ma doc
bén thur 3

Ho trg kha ning phat hién va ngin chin
ma doc chua biét dya trén cong nghé
sandbox

Ho tro kha ning tai cau trac lai file dir
liéu, loai bo ma doc cung cép dir liéu
sach cho nguodi dung

Access Portal: Nhan dang nguodi dung
thong qua IP, Tén nguodi dung trén
Domain Controler, thdng tin portal

WebBlocker (URL Filtering): Vi co s&
dir liéu vé domain 16n nhat hién nay
(Websense Forcepoint), gitip viéc kiém
soat truy cap URL dé dang. Quan Iy viéc
truy cap website theo ching loai, ndi
dung, loai trur

Geolocation filter (loc goi tin theo vung
dia Iy): HO tro viéc ngan chan géi tin dén
va di tir ving 1anh tho riéng biét
Application Control: H) trg hang ngan
g dung pho bién duoc dinh nghia, chia
theo tirng chu de.

Botnet protection: Ho tro chin cac tan
cong dang bot trong/ngoai, phat hién
hanh vi dang ngd. Tinh ndng ngén chan
Bot (Anti-bot) v6i cac phuong thirc phat

31



TT

Noi dung

M0 ta chi tiét (twong dwong hodc cao
hon)

Don vi tinh

S6 lwong

hién tdi thiéu nhu sau: Danh tinh dia chi
IPs, URLs va DNS; mau thiét 1ap két
ndi, trao ddi thong tin cta Bot; hanh vi
cua bot.

Offline Configuration: Ho tro nguoi
quan tri thiét 1ap cdu hinh offline, khdng
can két ndi dén thiét bi, tao sin cac chinh
sach va ap dung tai 1 thoi diém mong
mudn

SDWAN: La budc tién méi ciia PBR,
gitip dam bao chat luong cac dich vu,
tmg dung quan trong khi truyén qua
internet. Tang cudng bao mat cho céc
tmg dung va dit liéu khi di chuyén trén
cac két ndi WAN.

bam bao két noi luon duoc lién tuc.

Linh hoat trong viéc sip xép uu tién cho
cac ung dung quan trong.

Network Discovery: V& lai so do cac két
nbi trong node mang, cho biét thong tin
cac may tram

Reputation Enabled Defense: Banh gia
website dua trén d6 danh tiéng, an toan,
gitip giam tai khdi lugng cong viée
Quan tri:

Ban quyén phan mém: Hd tro Phan mém
chuyén biét ctia hang hd trg quan ly tap
trung nhiéu thiét bi

Policy Management: Ho trg 3 cong cu
quan 1y chinh siach: WSM (phan mém
chuyén bi¢t cua hang), WebUI va
Console

Monitoring: HS trg hé théng bao céo dd
hoa mién phi gitp thdng ké céc sy kién
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xay ra trong hé thong mang va dua ra
canh bao nguy hiém

Provisioning: Ho trg cdc Management
server, log server, report server... trong
viéc quan 1y vathay dbi cac gateway.

User Directory: Cho phép dinh nghia
chinh sach tuong Itra theo tai khoan
nguoi dung hoac nhém nguoi dung cua
hé théng RADIUS, LDAP, Windows
Active Directory, VASCO, RSA
SecurlD, internal database, SAML 2.0,
SMS Passcode

4.2

Thiét bi
tuong  Iua,
dam an toan
an ninh hé
thdng  may
chu, hé thong
lvu trir dir
liéu

Thong tin phan ctng;

Giao dién két ndi:

>8 x 1GbE RJ45 connectors, 1000
Base-TX (10/100/1000Mbps)

> 2 X SFP+

Tuy chon module m¢ rong: 8 x 1 Gb
copper, 4 x 1 Gb copper, 4 x SFP fiber,
2 X SFP+ fiber, 4 x 1/2.5/5 Gb multi-
speed ports

Cong két n6i WAN: Tuy chinh theo sd
lugng cong vat 1y

Cong két ndi LAN: Tuy chinh theo sd
lugng cong vat 1y

S6 cong USB: 2 x USB 3.0

Cong Console: 1 x RJ45 RS232

B0 vi xtr Iy: NXP LX2120A

Bd nhd RAM va dung lugn luu trir: 128
GB m.2, 8 GB with ECC

Nguon dién: Dual 150W 90-264VAC,
47-63Hz

Chiéc
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Hi¢u nang:

Thong luong tudong Itra: 20 Gbps
Thong luong VPN: 6.84 Gbps
Thong luong GAV: 5.0 Gbps

Thong luong IPS: 4.6 Gbps

Thong lugng UTM: 3.3 Gbps

Thong lugng https: 1.9 Gbps

Tong s6 két ndi déng thoi: 6.000.000
Tong s6 két ndi mai/s: 132.000

EDR Core: 250

S6 lugng chinh sach hd trg: Khong gidi
han

bo san sang: Active/Active,
Active/Passive

Két ndi VPN:
S kénh VPN site to site: 500

S6 kénh VPN client to site theo dang
SSL: 500

Xac thuc VPN: Co
Hb trg VLAN: 750
Tinh Nang Bao Mat:

Proxies: Cac chuan proxy hd tro theo
tiéu chuan IEEE.

HTTP, HTTPS, FTP, DNS, TCP/UDP,
POP3S, SMTPS, IMAPS and Explicit
Proxy

VPN IPSEC, SSL, IKEv2, L2TP

(hd tro IKEv2, IPSec, L2TP, TLS): Bao
gom IPSec, IKEv2, SSL, L2TP,
Loadbalance VPN. Pam bdo dudng
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truyén dir li€u ludn duoc an toan voi cac
co ché mad hoa DES, 3DSE, AES va
chuén ching thuc MD5, SHA-1, SHA2-
256, SHA2-384, SHA2-511

Intrusion Prevention Service (IPS):
Cong nghé IPS véi hang ngan mau tan
cong dugc cap nhat lién tuc. Phuong
thirc phat hién: Vulnerability and exploit
signatures, Protocol validation,
Anomaly detection, behavior-based
detection, Multi-element correlation.

C6 kha ning phat hién tan cong nhu:
Buffer Overflow, Backdoor/Trojan,
Web Attacks, DoS/DdoS,
Miscellaneous....

Co6 kha nang theo doi, thuc thi chinh
sach dya trén ving mién dia 1y va dat
nudc

C6 kha nang kiém tra dugc cac két ndi
SSL dé phat hién tan cong

H& tro 2 ché do lam viéc: phat hién, phat
hién va chdng tan cong

Identity Authentication Server: Cho
phép dinh nghia chinh sach tuong lira
theo tai khodn nguoi dung hoac nhom
nguoi dung cua hé thong RADIUS,
LDAP, Windows Active Directory,
VASCO, RSA SecurlD, internal
database, SAML 2.0, SMS Passcode

spamBlocler

(Antispam): Chong email gid mao, Open
relay, diét virus va han ché spam.
Gateway AntiVius: St dung engine
hang dau thé giéi giap GAV ngin chin
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hau hét cac virus hién nay. Phat hién
ngan chan ma doc (Malware, Viruses,
Trojans) xdm nhap vao hé thong dwa
theo mau tan coéng va hanh vi ma doc
bén thur 3

Ho tro kha ning phat hién va ngin chin
mi doc chua biét dua trén cong nghé
sandbox

Ho tro kha ning tai cau trac lai file dir
liéu, loai bo ma doc cung cép dir liéu
sach cho nguodi dung

Access Portal: Nhan dang nguodi dung
thong qua IP, Tén nguodi dung trén
Domain Controler, thdng tin portal

WebBlocker (URL Filtering): Vi co s&
dit litu vé domain 16n nhat hién
nay(Websense Forcepoint), gitip viéc
kiém soat truy cap URL dé dang. Quan
1y viéc truy cap website theo chung loai,
ndi dung, loai trur

Geolocation filter

(loc gdi tin theo vung dia Iy): HO tro viée
ngan chin goi tin dén va di tir ving lanh
tho riéng biét

Application Control: H trg hang ngan
tmg dung phd bién duoc dinh nghia, chia
theo tirng chu dé.

Botnet protection: Ho trg chin cac tan
cong dang bot trong/ngoai, phat hién
hanh vi dang ngo. Tinh ndng ngén chan
Bot (Anti-bot) vi cac phuong thirc phat
hién t0i thiéu nhu sau: Danh tinh dia chi
IPs, URLs va DNS; méu thiét 1ap két
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ndi, trao ddi thong tin cta Bot; hanh vi
cua bot.

Offline Configuration: Ho tro nguoi
quan tri thiét 1ap cdu hinh offline, khong
can két ndi dén thiét bi, tao sin cac chinh
sach va ap dung tai 1 thoi diém mong
mudn

SDWAN: La budc tién méi ciia PBR,
giip dam bao chat luong céac dich vy,
tmg dung quan trong khi truyén qua
internet. Tang cudng bao mat cho céc
tmg dung va dir liéu khi di chuyén trén
cac két ndi WAN.

bam bao két noi luon duoc lién tuc.

Linh hoat trong viéc sip xép uu tién cho
cac ung dung quan trong.

Network Discovery: V& lai so do cac két
nbi trong node mang, cho biét thong tin
cac may tram

Reputation Enabled Defense: Panh gia
website dua trén d6 danh tiéng, an toan,
gitip giam tai khdi lugng cong viée
Cloud Connect: Két noi thiét bi Firewall
1én moi truong WatchGuard cloud va hd
trg hé théng giam sat luu lugng mang
tryc tiép tir Cloud.

Cloud 1-day Data Retention: Cung cap
hé théng luu trit, phan tich traffic log va
thiét 1ap bao cao chi tiét vé tinh hinh luu
luong mang Hoat dong trén ha tang
Cloud (Cho phép Iuu trir log trong vong
90 ngay, va hd trg xuét dir liéu bao cao
1 ngay)
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Anti ransomware at Endpoint (phin
mém chdng ransomware): Bao vé cac
may server, endpoint khdi virus mé hoa
bang cach co 1ap, mo6 phong hé thong tap
tin va dan du cac ransomware. Moi host
sensor sé cai dugc cho 1 may tinh. 250
license.

Intelligent AV (chéng virus AI): Duwa
trén cong ngh¢ may hoc giup du doan
kha ning 1y nhiém virus trudc khi
chung thuc thi

APT (chdng ransomware): Cong nghé
sandbox cao cipgia 1ap hé thong danh
Itra ransomware va thuc thi chiing trong
moi truong 4o, tir d6 phat hién hanh vi
nguy hiém. Gitp ting kha ning bao vé
hé théng truéc nhitng malware
méi(Zero day) ma nhiing hé thdng
thuong quét theo chit ky khong phat
hién duoc duodi dang cac file Office, Zip,
Rar

DNSWatch (chéng lira dao): Bao vé
nguoi dung khoi cac website gia mao &
cap do truy van DNS, giao duc ngudi
ding cach nhan biét cac website gia

ThreatSync XDR: Gidi phap phat hién
va ung phé mdé rong (Extended
Detection and Response - XDR) cua
WatchGuard Technologies.

Cac tinh nang chinh cua ThreatSync
XDR bao gom:

Tich hop va phén tich dit liéu tir nhiéu
ngudn bao mat khac nhau (nhu endpoint,
mang, va cloud)
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Tu dong hoa viéc phat hién, diéu tra va
tng pho véi cac mdi de doa

Cung cap thong tin chi tiét vé mdi de doa
va kha nang phéan tich nang cao

Tinh nang chidm diém muc do de doa
(threat scoring) dé wu tién Gmg phod voi
cac moi nguy hiém

Kha nang tu dong trién khai bién phap
bao vé trén toan bo hé théng

Quan tri:

Ban quyén phan mém: Ho trg Phan mém
chuyén biét ctia hing hd tro quan 1y tap
trung nhiéu thiét bi

Policy Management: Ho trg 3 cong cu
quan 1y chinh sach: WSM (phdn mém
chuyén bi¢t cua hang), WebUI va
Console

Monitoring: HS trg hé thong bao céo d6
hoa mién phi giup théng ké cac su kién
xay ra trong hé thong mang va dua ra
canh bao nguy hiém

Provisioning: Ho tr¢ cdc Management
Server, |Og server, report server... trong
viéc quan 1y vathay d6i cac gateway.

User Directory: Cho phép dinh nghia
chinh sach tuong ltra theo tai khoan
nguoi dung hodc nhom nguodi dung cua
hé théng RADIUS, LDAP, Windows
Active Directory, VASCO, RSA
SecurlD, internal database, SAML 2.0,
SMS Passcode
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Quan  tri,

van  hanh

dich vu

- Tiép nhan, phan tich, phin loai thuc
hién hd tro xir ly khéc phuc su cd.

- Tiép nhan, dé xuit giai phap va cap
nhat dir liéu theo yéu cAu.

- Kiém tra hé théng dinh ky hang ngay,
hang tuan, hang thang va cac phat sinh
theo yéu cau nhiam kiém tra tinh trang
hoat dong cua hé théng thong tin, phan
cting, phan mém tién hanh phan tich va
dé xuét phuong an xir 1y.

- Thuc hién xtr ly su c6 bao mat cac hé
thong thong tin, phan ctng, phan mém
va ing dung (cac trang tin, dich vy web
(webservice)... va cac Ung dung giao
dich truc tuyén).

- Hd tro tmg ciru cac sy cd ngimg hoat
dong hé thong, khoi phuc hé thong thong
tin, tan cong c6 chu dich ...

- S6 hoa céc tai lidu lién quan dén cac
yéu cau hd tro.

- Xay dung co s¢ tri thue cho cong tac
thue hién hd trg khac phuc xtr 1y su cb.
- Bdo dam an toan thong tin trong qua

trinh van hanh.

- Cac cong viéc can thiét khac.

Bao tri dich
vu

- V¢ sinh cac thiét bi.

- Kiém tra cac k&t noi cua cac thiét bi
ngoai vi, két noi ngudn, két néi mang,
ket ndi h¢ thong cua cac thiét bi.

- Kiém tra moi truong hoat dong, dd am,
nhi¢t do, hé thong lam mat.

Goi
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- Liy ban ghi nhat ky hé thong hoat dong
(log dit liéu), kiém tra cac dén canh bao.

- Chay cac chuong trinh kiém tra hiéu
ning may tinh, may chu vé trang thai
hoat dong cua thiét bi.

- Kiém tra danh muyc cic phan mém
dugc phép chay trén may tinh, may chu
va loai bo cac phin mém khong duogc
phép trén may tinh, may chu.

- Kiém tra toan bo hé thong trong pham
vi bao tri va ghi nhan hién trang phuc vu
cho cac ky bao tri tiép theo.

- Kiém tra va cip nhat phién ban mdi,
ban vé 18i (néu c6 the).

- Thay thé hoidc stra chita cac thiét bi
hong héc phat sinh trong giai doan bao
tri, khong con bao hanh (néu co).

- Cac cong viéc can thiét khac.

Dich vu dao
tao

Thoi gian dao tao: 02 ngay/16p.
S6 16p dao tao: 01 10p.
S6 luong hoc vién du kién: 10 hoc vién.

Viéc chuan bi mdi trudong dao tao nhu
dia diém, cac trang thiét bi hd tro dao tao
1a can thiét va phai dap ung yéu cau cia
khoa hoc:

- Cac hoc vién phai dugc trang bi
laptop/may tinh dé ban dé thuc hién viéc
thuc hanh ngay tai l6p.

- Cac phong hoc nén trang bi diéu hoa
nhiét do dé tang hiéu qua trong truyén
dat va tiép thu kién thuc trong qua trinh
dao tao.
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- Yéu cau phong hoc phai c6 may chiéu,
hé thé)ng dién, Am thanh tt dé phuc vu
viéc dao tao, chuyén giao.

Hinh thtrc ddo tao: Pao tao s& duge tién
hanh két hop giang day 1y thuyét, thuc
hanh truc tiép trén thiét bi va tham quan
hoc tap.

Thoi gian, ndi dung chuong trinh, d6i

tuong dao tao cu thé duoc hoach dinh
khi trién khai dich vu

Dich vu lip
dat, cai dat

Lap dat, cai dat hé thong may chi, thiét
bi chuyén mang, firewall, Gtmg dung...
trong giai doan khai tao dich vu tai bénh

vién

Goi
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